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Abstract groups using different formalisms: the origir&bkpecifica-

tion verified withZ/Eves theorem prover, the Alloy spec-
The Mondex Case study is still the most substantial con-ification language and model finder [8], RSL specification
tribution to the Grand Challenge repository. It has been language and the theorem prover PVS and model checker
the target of a number of formal verification efforts. Those SAL [4], and ASM (abstract state machines) and the KIV
efforts concentrated on correctness proofs for refinementtheorem prover [9].
steps of the specification in various specification fornmadis All these efforts only address the specification level. We
using different verification tools. In this paper we report report in this paper on taking the last step from the concrete
on a Java Card implementation of the Mondex protocol specification to Java Card code. The specification was trans-
and on proving its correctness using the KeY tool. The se-formed into annotations using the Java Modeling Language
curity properties to be proved are formalised in the Java (JML) and program correctness was proved with the KeY
Modelling Language and follow as closely as possible the prover. We are aware of the technical report [5] that also
concrete layer of the previous specification. This work  provides, in fact three, Java Card implementations of the
demonstrates that with an appropriate specification lan- Mondex case study. Its emphasis is however on extending
guage and verification tool, it is possible to bridge the gap the scope of the original case study by implementing vari-
between specification and implementation ensuring a fully ous cryptographic protocols. It does neither involve speci
verified result. cation nor verification.
The complete material — source code, technical re-
port, proofs and binaries of the verification system —
1. Introduction are available athttp://ww. key- proj ect. org/
case_st udi es/ nondex. htm .

As a response to the growing dependence of almost ev-
ery part of our private and professional life on the correct Outline of the paper In Section 2 we explain our method-
working of software and convinced that formal verification ology in conducting the case study. We quickly review Java
can contribute to greater safety and reliability, the Vedfi  Card technology in Section 3, and the Mondex protocol in
Software Grand Challenge was launched. First outlined by Section 4. Section 5 conveys a general idea of the imple-
Tony Hoare in 2001 it has gathered considerable momen-mentation giving detailed comments on two methods. Sec-
tum in the mean time. An up-to-date account can be foundtion 6 is the central part of this contribution and presents

in [13]. the various parts of the specification. In Section 7 we report
Mondex is an electronic purse hosted on a smart card.on the verification efforts and we wrap up the paper with
Originally, for its verification, formal specification on ab- conclusions in Section 8.

stract level and on one or two concrete levels were written

and refinement theorems were proved using&tispecifica-

tion language and hand-written proofs (details can be foundAcknowledgments The authors would like to thank the

in the original report [11]). The case study, based on this Formal Methods Europe (FME) for partly funding this
application, is still the most prominent pilot project ireth  reasearch, and the anonymous referees for their helpful
Grand Challenge context. It was already verified by severalcomments which improved the quality of this paper.
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2. Methodology

In this case study JML was used as a specification lan- | " [ || Appicaton

System(s)

o
guage, because of its popularity in the Java Card formal < >; §>§ oo
methods community. Th@ava Modeling Languag&ML) gl e o/ = | extensions
is designed as a DBC (design by contract) style specifica- | commar| | Java Card Framework
tion language for Java. The development of JML is a co- Acoeptance | | APDUS Java Card
operative effort of several researchers, coordinated by Ga i =t Emironment
T. Leaven’s group at lowa State University. The group also card 0s

distributes a set of tools for using JML, including a syntax
checker and a JML-enabled Java compiler [3].

The operations from the original specification are im- Figure 1. Architecture of a Java Card Applica-
plemented as Java methods, the abstzactomains are tion
mapped to Java data types. The origiBadpecification is
translated into JML contracts. We found the papers [8] and
[9] very helpful in understanding the original specificatio  life cycle begins when it is downloaded to the card and the
in [11]. Only the part of the protocol that resides on the JCRE invokes its (statichppl et . i nstal | () method.
Mondex card, which is by far the greatest portion, has beenThe applet registers itself with the JCRE by calling the
implemented. We completely verify the non trivial secu- Appl et . regi st er () method. The applet remains in-
rity properties of the original case study. The assumptionsactive in its unselected state until it gets selected by the
on the host application and the communication network thathost application. To notify the applet that this has hap-
are needed for the proofs are clearly stated. pened the JCRE calls isel ect () method, which typ-

In this case study greater emphasis was placed on writ-ically performs appropriate initializations. Once theesel
ing realistic Java Card code than on following literally the tion is done, the JCRE passes on any incoming APDU by
original Z specification. calling the applet'pr ocess() method with APDU as a

For program verification the KeY tool[1] was used. It parameter. Java Card objects may be persistent or transient
was jointly developed at Karlsruhe University (Germany), In this paper only persistent objects occur. The JCRE han-
Chalmers University (Gothenburg, Sweden) and the Univer- dles the exceptions not caught by the applet itself and sup-
sity of Koblenz (Germany). The KeY system is not a verifi- ports atomic transactions for persistent objects. Whear aft
cation condition generator (VCG), but a theorem prover for power loss, caused e.g., by card tear or some mechanical
program logic that combines a variety of automated reason-or electrical failure, power is re-applied to the card aral th
ing techniques. The KeY system is distinguished from most JCRE ensures that the transactions in progress when power
other deductive verification systems in that symbolic execu was lost are aborted and persistent objects are rolled back t
tion of programs, first-order reasoning, arithmetic simpli their previous state. In this paper we will be concerned only
fication, external decision procedures, and symbolic statewith the applet code and on a few occasions with actions of
simplification are interleaved. the JCRE.

3. Java Card Technology 4. The Mondex Protocol

To help the reader understanding the specification and The Mondex protocol allows to transfer electronic cash
implementation in the rest of this paper we need to say asecurely from one purse, called the fromPurse to another,
few words on Java Card technology. The typical architec- called the toPurse, with as little centralised control as-po
ture is shown in Fig. 1 consisting of a back-end application, sible. In this paper we start from what is called the concrete
an off-card host application, the Card Acceptance Device model in theZ specification. The details of the Mondex
(CAD), e.g. a card reader, and the on-card applets. Theprotocol have been described in the literature quoted gbove
CAD first of all provides power to the card and forwards notably in [11, 9]. To make this paper more self-contained
Application Protocol Data Unit (APDU) commands from we summarise the gist of it. This will also give us the op-
the host application to the card and APDU responses inportunity to introduce our perspective on it.
the reverse direction. The Java Card Runtime Environment In the concrete model a card may be in one of the states
(JCRE) receives APDUs and forwards them to the identified | dI e, Epr , Epv, Epa, Endf , Endt , may execute one of
applet. A Java Card applet extends the Applet class from thethe operation$t art From St art To, Req, Val , Ack
API and must implement thenstal | (), sel ect (), and the messagesq, val , andack are exchanged as
process(), anddesel ect () methods. An applet's summarized in Fig.2. The stateaFr omandeaTo from



transaction details, increases its next sequence number,
sends a eq message, and moves to the stape.

central authority

From Purse To Purse

Req If the fromPurse receives a corracéq message in

stateEpr it executes its regperation which decreases
| StartTo its own balance by the transaction value, sendah
message and moves to st&jza.

StartFrom

Val If the toPurse receives a correcil message in state

balance = Epv it executes its vabperation which increases its
balance -value-” T own balance by the transaction value, sendsaah

CEjpa o val message, and moves to statedt .

balance = . .
balance +value Ack If the fromPurse receives a corremtk message in
stateEpa it executes its acloperation which changes

Ack .

its state taendf .

@lj ElE The Mondex case study uses the concept oéttuerto
abstract away from all details on how messages are send,
received or encrypted. A purse places outgoing messages

Figure 2. Modified Protocol Definition into the ether, and takes incoming messages from it. The

ether may lose messages and adversaries may inject mes-
o ] sages into it. It is however assumed that the messages can-
theZ specification have been merged into one stalee as 4t pe forged. That is to say if e.g., the fromPurse receives
has already been done in [9]. In addition we introduce the 5 request messages that matches its current transacton thi
new statendf andEndt instead of reusing thed! e. message must have been send by the toPurse. Furthermore
We found this more realistic, since the statd e will only there is no explanation in the original specification how the
be _estabhshed in the |n_|t|aI|zat|on phase for the nextdran jnitial messages that trigger the StartFrom and StartTo-ope
action by the JCRE calling treel ect () method. ations are coordinated. Some centralized entity that knows

Each purse holds information on itsal ance, itS  {he sequence numbers of both the fromPurse and the toP-
st at us, details of the currentr ansact i on, the next urse is needed for this.

sequence numbeext Seq to be used, andalog ofaborted ¢ 5 assumed that a transaction can be interrupted at any
transactiongxLog. time. Money therefore can be lost in case the fromPurse
The operation to be performed by a purse depends on a5 giready decreased its balance and the toPurse has not
the message received in the form of an APDU via the JCRE ot increased its balance. The region in the protocol where
and on the status of the purse. Messages not processed (€foney might be lost is shown highlighted with dashed lines
roneous or not valid for the status) are simply ignored by i, Figure 2. To account for lost money the payment details
the purse. are logged if necessary, i.e., if interruption occurs inesta
Epa or Epv. However money is considered lost only when
both purses log the same transaction. The decision on this
This message contains the transaction counter part dels performed by an external entity. The Io_gged transactions
tails, i.e., the data identifying the toPurse, its mes- of each purse are transferred to an ar_chlve where they can
sage sequence number and the value to be transferre&h?n be compared. Three extra operations are necessary for
The fromPurse executes its stéiom operation which this. They do not refer to any counter part purse and do not

checks whether it has sufficient funds to pay the C2US€ any change in the purse's status or balance

amount. If that is the case it stores the transaction de-aport for bringing an interrupted purse back to a valid ini-
tails, increases its next sequence number and Movest0 o1 ctate. It checks whether a transaction has to be

the statepr . logged and sets the purse’s status to the initil e.

StartTo A purse receiving this message in statd e will
be the toPurse in the beginning transaction. This mes-
sage contains the transaction counter part details, i.e.,
the data identifying the fromPurse, its message se-clearExLog for deleting the logged transactions from the
guence number and the value to be transferred. The purse’s exceptional log. To enable this operation, the
toPurse executes its stad operation which stores the purse has to receive a valglear code(a numerical

StartFrom A purse receiving this message in stadl e
will be the fromPurse in the beginning transaction.

readExLog for copying the logged transactions (the-
ceptional Log to the archive.



value generated injectively from a set of logs stored in
the archive provided by an external source).

5. Implementation

In the implementation, the abstract domains fromZhe
specification had to be replaced:

1. natural numbers to Java Card data types,

2. sets of payment details to arraifayDet ai | s[ ]
plus a pointet ogl dx to the position of the next in-
sertion,

3. messages to APDUSs.

A purse is implemented through the Java class
ConPur seJC which extends the clas#ppl et from
the Java Card APl with the following fields (the same
defined in theZ specification)

public class ConPurseJCextends Applet
{

short balance;

PayDetails [] exLog;

short name;

short nextSeq;

byte status;

byte logldx;

PayDetails transaction;

private
private
private
private
private
private
private

We only need one more claBayDet ai | s with the fields

in one-to-one correspondence with those from the original

Z specification:

public class PayDetails
{
short
short
short
short
short

In this paper we will only convey the general flavor of
the implementation by reproducing two methods. The full

fromName;
toName;
value;
fromSeq;
toSeq;

source code is contained in the case study report[12, Ap-

pendix A].

We first look at the abstract methqd ocess() from
the Applet class which every applet mustimplement, Fig. 3.
For type setting reasons we wrdtenstead ofl SO7816.

Line 2: After the applet is successfully selected,
the JCRE dispatches incoming APDUs to theocess
method. At this point, only the first 5 bytes [CLA, INS,
P1, P2, LC] are available in the APDU buffer.

public void process (APDU apdu) 1
{byte[] buffer = apdu.getBuffer (); 2
if ((buffer[l.OFFSETCLA] == 0) && 3
(buffer[l.OFFSETINS] == 4
(short)(0xA4))) 5
ISOException.throwlt (SWWGNORED); 6

if (buffer[l.OFFSETCLA] != Mondex CLA) 7
ISOException.throwlt 8
(1.SW.CLA_NOT_SUPPORTED); 9

if (Util.getShort(buffer,|.OFFSEIP1) 10
I= name) 11
ISOException.throwlt (SWGNORED); 12
switch (buffer[l.OFFSETINS]) 13
{case StartFrom: 14
startfrom_operation (apdu)break; 15
case StartTo: 16
start.to_operation (apdu);break; 17
case Req: reqoperation(apdu);break; 18
case Val: val_operation(apdu);break; 19
case Ack: ack_operation (apdu);break; 20
case ReadExLog: 21
readex_log_operation (apdu)break; 22
case ClearExLog: 23
clear.ex_log_operation (apdu);break; 24
default: ISOException.throwlt 25
(1.SW_INS_NOT_SUPPORTED); 26

b} 27

Figure 3. The pr ocess method code

Lines 7-9: Check whether the APDU addresses the
Mondex card applet.

Lines 10-12: Check whether the APDU addresses this
purse.

Lines 13-26: Calls the method indicated by the instruc-
tion byte INS.

As a second example we consider the code for the
val _operation(), Fig. 4. We skip the details of
the methodcheckSameTr ansacti on(apdu) called
in line 4. It basically checks whether the data of the transac
tion counter part contained in the APDU coincide with that
stored in the purse'sr ansacti on field. Inlines 5 -9
updatingbal ance andst at e is grouped into one atomic
step using Java Cards transaction! ¢ft at us Epv
(line 3)...throw t (SWI GNORED) (line 15) is exe-
cuted. This does not throw an exception as JavAsow
command does. Rather a response APDU with the indi-
cated process interrupt code will be send. The same mech-
anism is used in lines 12 + 13 to catch exceptions thrown
in thetry block in lines 5 — 10. The process interrupt
codesSWI GNORED, SWTRANSACTI ON_ERRCR etc., are
defined in the applet. They are passed on by the JCRE to the



1 private void val_operation (APDU apdu) /+«@ public behavior 1
throws ISOException @ requires apdu != null; 2
{if (status == Epv){ @ assignable balance, status; 3
checkSameTransaction(apdu); @ ensures 4
try {JCSystem . beginTransaction (); @ ((balance == \old(balance) 5
balance = @ +transaction.value) && 6
(short)(balance+transaction.value); @ (\old(status)==Epv) 7
status = Endt; @ && (status==Endt)); 8
JCSystem.commitTransaction (); @ signalsonly ISOException; 9
} @ signals (ISOException e) 10
catch (TransactionException e) @ (balance=2old(balance) 11
{ISOException.throwlt @ && status == \old(status)); 12
(SWTRANSACTIONERROR) ; @«/ 13
o} private void val_operation (APDU apdu) 14
else ISOException.throwlt (SWGNORED);
} Figure 5. The val _oper at i on method spec

Figure 4. The val _oper at i on method code
comments in front of the method they apply to. The pre-

condition (line 2), identified by the key wordequi r es,

host application. In this case study we do not write code for simply states that the argument should be a non-null object.
the host application. Itis enough for our purposesto assumeThe assi gnabl e clause in line 3 gives the expressions
that it reacts in a sensible manner, e.gS\VlI GNORED is that may at most be changed by the method. In our ex-
received itis ignored. Thus, if the fromPurse receiveah amplebal ance andst at us may change. According to
message when it is not in st&pv we assume this message the JML semantics this entails that for any objectvith
isignored and the applet is ready to react to the next APDU.! o==sel f the fieldso. bal ance ando. st at us will
All these assumptions have no influence on the correctnessiot change. The postcondition, lines 4 — 8, identified by
proofs. the key wordensur es states the conditions that must be

Sending of messages is also not modeled in our imple-true after normal termination of the method, while lines 10
mentation since this can only be done by the host applica-— 12 state what must be true in the case of abrupt termina-
tion and not by the applet. We assume e.g., that after receivtion. Furthermore line 9 gives a restriction on the types of
ing a successful response APDU fromal _oper ati on exceptions that are at most allowed to be thrown.
the host application will send treck message to the trans- Line 5 — 6 and line 8 are postconditions that correspond
action counter part. to the definition of theval _oper at i on given informally
in Sect.4. In JML the construttol d( exp) in a postcon-
dition refers to the value aéxp in the pre-state. Line 7 as
part of theensur es clause for normal termination has the

o . , effect, that theval _oper ati on is required to terminate
. The pl‘OjeF)t mvolvgs three rather d|ﬁereqt kinds of spec- abruptly if called in a state different froEpv which is the
ifications which we will address separately in the next three o 4vior required by the original specification

subsections.

6. Specification

The contract for th@r ocess method is the longest in
the case study and one of the most interesting. For a com-
plete account we again refer to the case study report. Here
we will show and comment on significant parts of it in Fig-

Let us call the specifications addressed in this subsectionures 6 to 8. Its only precondition (Fig.6, line 2) will be
the protocol specification, just to have a name for them. If satisfied since the JCRE will not pass a null object. Itis in
we can prove that the Java Card code satisfies the protocojeneral a good idea, even more so for the top level method,
specifications we are sure that it implements correctly theto state as little preconditions as possible. JML is tadore
Z protocol from [11]. We will only go through the specifi- towards expressing contracts for individual methods. K wa
cations for the two methods already encountered in Sect.5not meant to be used to express constraints on the tempo-
For a complete account we refer to the case study report. ral order of method execution, as can e.g., be done easily

Let us first look at the JML contract for theal - with finite state automata or state charts. Yet, there is al-
_oper ati on, Fig. 5. JML contracts are placed as special ready one paper [6] that put JML to use to specify a bi-

6.1. Protocol Specification
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15
16
17

38
39
40
41

/«@ public behavior

SIGIOIGIOISIOISIOESIOS)

lateral key exchange protocol. The method of choice was
to express the protocol through explicit postconditions of
the main method. We do the same in lines 4 — 82: if the

requires apdu != null;
assignable

ensures

((\old(logldx) !'= logldx) ==

((logldx==0) &&

&&

(status==ldle) &&
(\old(status)==I1dle)))

((\old(status)==status) ==
(\old(balance)==balance) &&

&&

(\old(nextSeq)==nextSeq))

Figure 6. pr ocess method spec, part 1

conditions should be strong enough to make sure that the
code does not implement more actions than specified by the
protocol. This is done by the fragment of the specification
shown in Fig. 8.

@ (status != lIdle) 43
@ &&% (status==Epr => 44
@ \old(status) == Idle) 45
@ && (status==Epv => 46
@ \old(status) == Idle) 47
@ &&% (status==Epa => 48
@ \old(status) == Epr) 49
@ &&% (status==Endf => 50
@ \old(status) == Epa) 51
@ && (status==Endt => 52
@ \old(status) == Epv) 53

Figure 8. pr ocess method spec, part 3

The specifications so far only concerned postcondi-

process method satisfies its contract, then we know that tions required to be true after normal termination of

it faithfully implements the protocol. It can be observedtth

the process method. In Fig. 9 in line 82 the JML

the postconditions do not simply describe the transitions keyword si gnal s_onl y is used to express that only
from Fig.2 they also relate these transitions to the change) SCExcept i on may occur and lines 83 — 87 states the
of variables. The exact form of the contract is arrived at by conditions that have to be satisfied should an exception be

iterating through failed attempts to derive the safety prop
ties from the postcondition and strengthening the contract
Lines 10 — 12 address the operations that do not cause a
change in status while the bulk of the contract, line 14 — 82,

deals with operations that change #teat us field.

PP0OO® 0RO

In Fig. 7 lines 38 — 41 specify the postulated action of
the Mondex protocol if a purse is in stépa and receives
anack message. The message type is given byl tN8
field of the APDU and since the specification occurs as a

&&

((\old(status)!=status) ==

\old (apdu..buffer[l.OFFSETINS])
apdu _buffer[l.OFFSETINS]

& (\old(status)==Epa ==
(status==Endf &&

apdu._buffer[l.OFFSETINS]==Ack

&% balance=xold(balance)))

Figure 7. pr ocess method spec, part 2

thrown.

@ signalsonly ISOException; 82
@ signals (ISOException e) ( 83
@ \old(balance)==balance && 84
@ \old(status)==status && 85
@ \old(logldx)==logldx && 86
@ \old(nextSeq) == nextSeq); 87
@x/ 88
public void process (APDU apdu) 89

Figure 9. pr ocess method spec, part 4

It remains to comment on the invariants for the class
ConPur seJC, see Fig. 10. These mainly state that pro-
gram variable stay within their legal ranges. But, it also
contains theSufficient Funds Propertyom [11], lines 10 —

11. On the implementation level there is a parallel property
that states that adding the transferred value to the balance
of the toPurse does not cause overflow, lines 12 — 14. Fi-
nally lines 15 — 17 show an example of an JML expression
involving quantification.

postcondition we need to add lines 16 — 17 requiring that 6.2. Security Specification

thepr ocess method does not change this field. The spec-
ification contains similar parts, not shown here, for all the

The original specification states the following top level

other states But, this is only half of the story. The post- security properties:



public class ConPurselCextends Applet and prove that the following JML constraint for the class
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{ ConPur sedC:

/x@ public invariant /+@ public constraint
@ (exLog != null) && @ ((\old(balance) != balance) ==
@ (exLog.length-0) & @ ((balance—\old(balance))
@ .. @ ==bookedValue ()));
@ (balance>= 0) & @«/
@ (balance<= ShortMaxValue) &&
@ ... This means it has to be proved that the above implication is
@ ((status==Epr) = true as a postcondition for every method€omPur seJC.
@ (transaction.value=balance)) && The remaining machine checked arguments in this sub-
@ ((status==Epv) => section are completely mathematical, and that is the way
@ (transaction.value= we will present it here. In the case study report, a dif-
@ (ShortMaxValue— balance))) && ferent approach is taken: the security properties were
@ (\forall byte i, specified in JML as postconditions of a virtual method
@ i>=0 & i <exLog.length; showPr oper ti es() with empty body.
@ exLog[i] != null); In the original specification thevorld of all purses and
@/ the total sum of all balances and losses are considered.

} Since by theassi gnabl e clause of methogdr ocess()

the assumptions of the argumentin [11, Sect.2.4] apply we
Figure 10. Invariants for class ConPur seJC may restrict attention to one pureeand its counterpax.
If a transaction is interrupted, by card tear, physical fail
ure or initiated by the host application receiving an ISOEXx-
Security Property 1 No value creation: no value may be  ception first nothing happens and the state of the card will
created in the system. The sum of all purses’ balanceremain as it was at the time of failure. Only when a new
does notincrease. transaction with the card is started by calling el ect

Security Property 2.1 All value accounted: all  values method logging will happen, see Fig. 11. If on the other

must be accounted in the system. The sum of all
purses’ balance and lost components does not change. public boolean select () {
abortif_necessary ();

Security Property 2.2 Exception Logging: if a purse return true :

aborts a transfer at a point where value could be lost,

: }
then the purse logs the detalls. private void abortif_necessary ()
Security Property 3 Authentic purses: a transfer can throws ISOExceptioq
only occur between authentic purses. if (!((status==Epv]|(status==Epa)))
status = ldle;
Security Property 4 Sufficient Funds: a transfer can oc- else if (logldx>=exLog.length)
cur only if there are sufficient funds in the from purse. ISOException. throwlt (SW.OG_FULL);

else { try {

exLog[logldx] = transaction;

JCSystem . beginTransaction ();

logldx ++;

status = lIdle;

JCSystem .commitTransaction ();

catch (TransactionException e)
{ISOException.throwlt

Property 4 has already been taken care of. We will com-
ment here on Properties 2.1 and 2.2. Details on the proof of
Property 1, which can be viewed as a special case of Prop-
erty 2, and Property 3 are again contained in the case study
report.

As a preparatory step we define the helper func-
tion bookedVal ue for every instanceo of the class
ConPur seJC:

_ ) (SW_.TRANSACTIONERROR) ;
—o.transaction.value if 1)
(o.status == Epa) or
- (o.status == Endf)
0-bookedV alue() = +o.transaction.value if Figure 11. Implementation of the sel ect

o.status == Endt method
0 otherwise



hando reaches normall§gndf , we know, since the post- (status != Idle) ==
conditions on Figures 7 and 8 are true that this can only (\ existé ConPurseJC x:
happen if it received aack message. By the assumptions '

o x!= null
of theZ specification on the etheck messages cannotbe  ¢o + transaction==transaction
forged. So arack message must have been sendkbwpr &% x.name != name

more precisely by the host application handlingrhe host & (status==Endf==
application is not implemented in our case study. But, the x.status==Endt)

case study report clearly states the properties of the lpest a & (status==Endt ==
plication that are used in the proofs. Here we need, that the (x.status==Epa

host application only sends atk message if it receives a ||x.status==Endf))
response APDU from that signals successful completion
of the methodral _oper at i on leavingx in stateEndt .

If we instantiateo. st at us == Endf andx. st atus
== Endt in the above constraint we obtain:

& (status==Epa =>
(x.status==Epv

|| x.status==Endt))
& (status==Epv =>

o.balance— 0.\ old(balance) == (x.status==ldle[|x. status==Epr
—o.transaction.value || x.status==Epa))
x.balance— x.\old(balance) == & (status==Epr =>
+x.transaction.value (x.status==Idle
|| x.status==Epv)))
Sincex is the transaction counter part of we further- ==
more haveo. transaction. val ue == x.trans- ((status == Idle) ||
action. val ue and (\ exists ConPurselC x;
o.balance + x.balance == xt= null , ,
0.\ old(balance) + x\old(balance) &% x.transaction==transaction
& x.name != name

follows. This reasoning was not supported by an automatic & ((bookedValue()>0) ==
prover tool. (x.bookedValue(x0))

In the case study report a much more general implication &% ((x.bookedValue()>0) ==>
is shown, see Fig. 12. HeréA ?t:s) is a conditional (bookedValue(x0))
term that evaluates tio is A is true and ts otherwise. Let &% (bookedValue()+ x.bookedValue()+
us say that a purse is in itsitical sectionif it is in stateEpa (((status==Epa| status==Epv)
or Epv (the shaded area in Fig. 2). Then the conditional &% (x.status==Epd|x.status==Epv))
term, call itl oss, in the last 3 lines of Fig. 12 evaluates to ? transaction.value : 0) ==0)))

transacti on. val ue if both pursesp andx
are in their critical region Figure 12. Proof obligation for Property 2
0 otherwise

Using the invariant olbookedVal ue() the last four

lines of Fig. 12 may thus be summarised as 6.3. Other Requirements

0.balance— o.\old(balance) +
x.balance— x.\old(balance)
+ loss =0

Apart from those in th& specification there are other
security requirements to be considered that apply to Java
Card programs in general. A comprehensive set has been

The implication in Fig. 12 is proved using the KeY developed within th&secSafgroject and published in [7],
prover. The justifications for the premises of the implica- see also [1, Chapter 14].
tion are done as above by referring to the postconditions of
process, to the assumptions on the ether, and to the as-
sumptions on the host application. In a real application the
determination that money has been lost is performed by an
external entity examining the archive of the exception logs
of all purses. This is beyond the implementation considered
here. What we can guarantee is that logging has been done e ([7, Sect.3.4]) Transactions should be well formed: no
if necessary, which happens in the call to #el ect () transaction is started before aborting or committing a
method. previous one; no transactions is aborted or committed

e ([7, Sect.3.4]) To avoid leaking the information about
error conditions inside the applet a well written Java
Card applet should only allow exceptions of the type
ISOException to reach the top level of the applet. This
property was formally proved to hold.



without have being started; and no open transaction | Method | Nodes | Branches | Time (min)
is left for the JCRE to close. This property was not USING CONTRACTS
proven but due to the code size, one can easily be con- | process 4,731 54 10
vinced that it holds. showProperties 6,565 50 10
e ([7, Sect.3.5]) All updates relevant for preserving the USING IMPLEMENTATION
invariants are performed within a transaction mech- | StartFrom 3,818 102 5
anism, resulting in dear safeimplementation. The startTo 3,975 105 5
strong preservation of the invariants was proved using | req 3,482 95 5
thethroughoutconfiguration option of the KeY system. val 3,525 91 5
e ([7, Sect.3.6]) Integer operations should not overflow. ack 2,370 69 >
clearexlog 1,352 37 5
The last item touches on the general issue of data refine- [ readexlog 28.292 490 35
ment in program development methodologies. The usual [“aportif_necessary| 2,427 57 5
procedure is to refine an abstract data typby a concrete
data typeC in such a way that all behavior ot is pre-
served byC. In the particular case at hand the mathemat- Table 1. Methods’ Behavior Verification
ical, infinite, integers fronZ are replaced by Java integer
types. This is not a data refinement step and we cannot | Method | Nodes | Branches | Time (min)
hope to prove a general theorem on how statements true in STRONG INVARIANT
theZ semantics remain true in the Java semantics. Instead | startFrom 19,084 44 10
we verify locally that the statements that actually occur in startTo 19,015 40 10
the specification are also true when Java semantics is used. | req 23,165 64 15
The KeY system offers three configuration options for inte- val 18,689 51 15
ger semantics (1) the mathematical semantics, which is of | ack 14,199 32 10
course unsound, (2) mathematical semantics plus showing | clearexlog 7,588 18 5
the absence of overflow, which leads to correct verification abortif_necessary| 8,761 33 5
results, but will miss to proof programs correct that detibe
ately use overflow, (3) the Java semantics. We used option
(2). For an in-depth discussion of this issue we refer to [2]. Table 2. Invariant Preservation Verification
7. Verification proved that, in any state satisfying all invariants and the

method’s precondition, after symbolic executiomofgain
There are two types of proof obligations that are gener- all invariants and all constraints are true.
ated automatically by the KeY system from the JML anno-  However, in this case studgrong invariant preservation
tated Java code. Behaviour verification for every method  proof obligations were used: rather than just showing that
is the task to show that starting in any state where the pre-inyariants hold before and after method calls, it was shown
conditions and the invariants are true after symbolic execu that they hold after each computation step. This is a much

tion of m the postconditions are true. There are two types strong property to prove but leads to tear safe applications
of proof obligations that are generated automatically |8y th prgof statistics are shown in Table 2.

KeY system from the JML annotated Java code. Behav- 14 give an example of the effect of strong invariants
ior verification of a methodn, the first type, is the task to e consider the following alternative implementation a th
shoyv thaﬁ starting in any state wherg the precpndmons andyport i f necessar y method:

the invariants are true, after symbolic executiomofthe

postconditions are true. Proof statistics are given ind§abl private void abortif_necessary ()

1. The verification of the contract fahowPr operti es throws ISOException
does not directly depend on any code, as explained above{ if (!((status==Epv])|(status==Epa)))
The behavioral verification gfr ocess does depend on its status = lIdle;
code. It has been putin the compartment of implementation else if (logldx >= exLog.length)
independent proofs in Table 1 because it does not symbol- ISOException. throwlt (SW.OG_FULL);
ically execute the code of the methods it calls, but uses for else {
better modularity the contracts of theses methods. exLog[logldx] = transaction;

The second type of proof obligations is the verification logldx ++;

of invariants and constraints. For a methadt hastobe - - - - - - — — — — — — — — — — — — —



status

1

It satisfies its contract and preserves all invariants, but i
fails to strongly preserve the following invariant if akiort
occurs at the dashed line

((\old(logldx)!=logldx)==>(status==ldle))

Idle;

This means this implementation is not tear safe.

The KeY system could perform the proof steps almost
automatically. However, since the prover’s strategies may
lead to non-optimal proofs aixed approach was taken.
Some initial step where done interactively to put the prover
on the right track, then automatic proof search was activate
and user interaction only resumed to help with quantifier in-
stantiations.

8. Conclusions

Verifying an implementation of the Mondex protocol is
well within the reach of present verification technology.
The special approach used in the case study reported in this
paper using JML as a specification language and an interac-
tive theorem prover based on dynamic logic, the KeY sys-
tem, were adequate for the task at hand. This complements
the positive results that have so far been obtained by other
researchers with formal correctness proofs of specificatio
refinements. In addition, fully specifying the case study us
ing JML facilitates its understanding by non-formal meth-
ods users.

It should be observed that for the proof of the secu-
rity properties only an implementation of the main method,
process(), is required. At this stage only the contracts
of the other methods are required. This set up allows to
find flaws and inconsistencies in the specification early on
before implementing everything.

We could also identify weak points in the overall veri-
fication process of this case study. This applies in partic-

(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

ular to the question how the operations in the specification [10]

model will be deployed on the different parts of an appli-
cation. One operation on the model level could in fact be
realized as the combined effect of several operations on the
code level. Inthe Mondex case study e.g., correct logging is
achieved by the interplay of the Java Card applet, the JCRE[
and the host application. Another issue is the switch from
abstract data types to the data types in a programming lan-
guage. This is not a refinement step. Solution to the arising

11]

problems are known in many cases. As an example we men-{12]

tion that the restriction to finitely many sequence numbers
reduces an absolute guarantee to a probabilistic one.

In future research we will concentrate on a systematic
and seamless integration of specification models, bedt in
Alloy or ASM, and specifications on the code level.

[

3]
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