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What is this Tutorial all About?

It is about an approach and tool for the
| Design
I Formal speci cation
I Deductive veri cation
of
I OO software

The approach, tool, and project is named Kﬁ}’

in the following: 'KeY"
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Part |

Intro, Overview, Architecture
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Some Buzzwords Early On

I Java astarget language

I Dynamic logic as program logic

I Veri cation = symbolic execution + induction

I Sequent style calculus+ meta variables+ increnentd closure
I Interactive prover with advanced Ul

I Deep integration with two standard SWE tools

I TogetherCC, a commercial CASE tool
I Eclipse, an open extensibleIDE

I Sped cation languages
1 JML
I OCL/UML

I Smart cards as main target application
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A rst 'Kick & Rush' Demo

Intention
I First impression, look & feel

I Motivate tutorial issues
I But for now:

I No details
I Few explaations

More Demosto come

First Demo
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What Have You (and What Have You NOT) Seen?

In TogeherCC: UML classdiagrams (annotated with OCL)
In Eclipse Javacode annotated with JML

Generationof proof obligations (POs) from Eclipse(or TogeherCC)
+ starting the KeY prove from Eclipse(or TogeherCQ
Within the KeY prove:

I POsrenderedin JavaDL sequents

I Corstruction + presentationof sequent proofs

I (how to use the prover, really)

I (designof the calculus)

I (\ta clet" langwagefor de ning rules)

I (automation, implementation, :::)

(how far does this carry us)
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Outline of our Tutorial

I Part | (you are here)
I Intro
I First Demo
I Dynamic Logic intro
I Sped cation: JML (+ UML/OCL)
I Proof obligations
I Integration in standard tools
I Second Demo

I Part Il

I JavaCadDL: the logic

I Sequent Cdculus

I Symbolic execution

I Design of the JavaCadDL calculis (demo9

The Logic: Dynamic Logic for Java

Dynamic Logic (DL)

| EachFOL formulais a DL formula
I If aDL formulaand a program:

tohi is a DL formula
I [ ] isaDL-Formula

I DL formulas are closedunder FOL operators and conrectives
Modalities can be arbitrarily nested

Dynamic Logic for Java (JavaDL)

Il Inhi ,and[ ] , Iisalist of Java statements
I No encdling of programs

OO Design and Deductive Veri cation of Software

Outline of our Tutorial (contd.)

I Part Il
I The\taclet" languageand framework
I Induction (deno)
I Arithmetic (demg
I Automation
I Part IV

I Interaction with the Prover(demqg
I Case studies
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Meaning of Dynamic Logic Formulas

For deterministic programs (like singlethreadedJava):

Il hi : pterminatesand holdsinthe nal state
(total carednesy
I [ ] : If pterminates then holdsinthe nal state

(partial carednesy

OO Design and Deductive Veri cation of Software
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Relation to Hoare Logic

\P artial correctness" assertion
Hoae triple:
f g fg
\If isstartedin a state satisfyig and terminates,
thenits nal state satises ."
in DL

2% > [ ]

Altern ative Formalisms for Correctness Assertions

Correctness Assertions
Can be stated:
1. In the 00 speci c ation languages
I JML (Java Modeling Language)
I OCL (Object Constrairt Language,part of UML)

2. In JavaDL directly

Proof Obligations (POs)

Always in JavaDL,

Either generated from speci cations(1.) and implementations,
or \hand-aafted" (2.)
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JavaDL Examples

Valid formulas
'k =1,y =3ix<y
I X<y >mK++ix<=y
I [while(true) fx = x; g]false

Non-valid formulas
I X<y > =y, y=Xiy<X
I X<y >mK++ix<y
I [while(x = 0)fx = x; g]false

OO Design and Deductive Veri cation of Software CADE-20

Architectural Set Ups (1. { 4.)

With \ hand-crafted" POs

1. KeY stand alone prover, loadng POsfrom .key les

With automatic PO generation

I From JML and Java

2. JML browser + KeY stand alone prover
3. Eclipse with KeY plug-in

I From OCL/UML and Java
4. TogetherCC with KeY-extensions

15/ 113
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Java Mo deling Language (JML)

A notation for formally specifying
Behaviour of Javamethods
Admissiblestatesof Javaobjects

Important features

Pre/post conditions and invaiants

Notationd consistacy with Java expressons
(Java expessionsallowed in JML expessions,
includng side e ed free method calls)

\Sped cation only" eldsand methods

JML example 2

*@ <example 1>

I Regricting saope of sideee cts

JML specs appear as comments in .java les

OO Design and Deductive Veri cation of Software

JML example 1

@also
@
@public normal_behavior
@requires insertedCard != null;
@requires IcustomerAuthenticated;
@requires pin != insertedCard.correctPIN;
@requires wrongPINCounter < 2;
@ensures wrongPINCounter == \old \old(wrongPINCounter)
@assignable wrongPINCounter;
@/
public void enterPIN (int pin) {
if ...
CADE-20 17/ 113 OO Design and Deductive Veri cation of Software CADE-20 19/ 113

JML example 3

*@ <example 1> also <example 2>

r@
@public normal_behavior
@requires insertedCard !'= null;
@requires IcustomerAuthenticated;
@requires pin == insertedCard.correctPIN;
@ensures customerAuthenticated;

@assignable customerAuthenticated;

@/

public void enterPIN (int pin) {

if

OO Design and Deductive Veri cation of Software

@also
@
@public normal_behavior
@requires insertedCard != null;
@requires IcustomerAuthenticated:;
@requires pin != insertedCard.correctPIN;
@requires wrongPINCounter >= 2;
@ensures insertedCard == null;
@ensures \old(insertedCard).invalid;
@assignable insertedCard, wrongPINCounter,
@ insertedCard.invalid;
@*/

public void enterPIN (int pin) {

if ...
OO Design and Deductive Veri cation of Software CADE-20 20/ 113
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JML example 4

public class class ATM({

@
@public
@
@public
@
@public

invariant public
accountProxies !
invariant public

accountProxies.length

invariant
(\forall int i
i >= 0 &&i

invariant
= null;
invariant

accountProxies

I= null;

maxAccountNumberaccountProxies.l¢

KeY-Eclipse integration

Edipsecontext menues like:

[ Java - ATHjav
o
¥

Eclipse Platform
rchy

Ctri+Alt+H

ug [ &ava | [ Resource
ctriew [ 2

AW

ctrizy [
Delete

ShaPiNCounter :int
»{(CentralHost)
~buntBalance(
Replace With »iForhonexistingAccountinserted()
Restore from Local History..

< maxAccountNumber;

% | Check JML
= Enable JML RAC
% Disable JML RAC

( accountProxiesli] == null

POPe®

@*/
private /*@ spec_public @*/
OfflineAccountProxy(]
new OfflineAccountProxy

accountProxies[il.accountNumber

=i ));

accountProxies accountProxies =

[maxAccountNumber];
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Eclipse

I The modern IDE for Java

I Provides powerful coding supyort:

I Code templates, code completion
I Import managenent

I Freely available via eclipse.org
I Very popuar and widdy distributed
I Well documented plug-in interface

CADE-20 21/ 113
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© setonine(boolean)
@ setProxy(int, OfffineAccountProxy)
@ withdraw(int)

ATM.enterPIN(int pin) : void - SMBanken |

Trigger generation of sdeded POs+ launch prover window

OO Design and Deductive Veri cation of Software CADE-20 23/ 113

Generating Proof Obligati ons

I JML expessionse automatically translaed into formula T (€)
(in simple cases FOL, in generalJaveDL)

I Javais not translated, calculus works on undtered sourcecode
I Both combinedin JavaDL

OO Design and Deductive Veri cation of Software CADE-20 24/ 113



Proof Obligations: Postconditions

Given:
I Implenentation of method m of classC
I JML 'requires ' P for m
I JML 'ensures' Q for m
I JML dedares 'invariant ' | for C

Prove:
' TH&TMP) >hiT(Q)

T (expr) = translation of the JML expresson expr into DL

OO Design and Deductive Veri cation of Software

Proof Obligations: Invariants

Given:

I Implementation of method m of classC
I JML invariant | of C
I JML precondition P of m

Prove:
I TPETH) >hiT()

CADE-20
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Altern ative to JML:
OCL/UML

Unied Modeling Language | UML

Visud language for OO modélling
Standard of Object Managemat Group (OMG)
Bestknown feature: classdiagrams

Object Constraint Language| OCL

Textual sped cation language
UML sub-standard

Pre/pog condition and invariants, attached to class diagrams

OO Design and Deductive Veri cation of Software

CADE-20
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KeY-T ogetherCC Integration

TogetherCC
Comnercial casetool (Borland), supporting UML

KeY extends TogetherCC by:

I Authoring support for OCL constraints
OCL{ natural language translation and co-editing

I PO generdion from TogeherCC context menues

I Launchirg the KeY proverfrom TogeherCC context menuwes

27/ 113
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JavaCard

Main target application. smart cards
I Relativesmall applications
I Often seaurity/ nan cially/legally critical

KeY sysem supports a smart card version of Java JavaCard

OO Design and Deductive Veri cation of Software CADE-20

JavaCard vs. Java

Features omitted in JavaCard

I Multi threading

I Floating point types

I Gabage collection (implementation optional)
I Dynamicclassloading

Additional feature of JavaCard

I Transadion mecanism

29/ 113

JavaCard

KeY supports

100% JavaCard

OO Design and Deductive Veri cation of Software CADE-20
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Second Demo

CADE-20
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Aft er the Break

I Part |

Intro

First Deno

JavaDymanic Logicintro

Sped cation: JML (+ UML/OCL)
Proof obligations

Integration in standard tools
Second Demo

I Part Il

JaveCadDL.: the logic

Sequent Cdculus

Symbolic execution

Design of the JavaCadDL calculws (demog

OO Design and Deductive Veri cation of Software

Part I

Logic and Calculus

CADE-20
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Dynamic Logic Syntax

A rst- order program logic for modeling change of computation states

ProgramFormula ::=

FOFormula j

TotalCarectnesModality ProgramFormula j
PartialCarrectnessMadality ProgramFormula

TotalCarectnesModality ::= 'H CompilbleJavaCadStatement ‘i’

PartialCarrectnessMaality ::= '[' CompilbleJavaCadStatement ']’

I Modal formulas closed under logical operations (cf. Hoare logic)

I JavaCardDL formulas contain unaltered JavaCard source code

OO Design and Deductive Veri cation of Software

CADE-20
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Why Dynamic Logic?

CADE-20 35/ 113

Application-sped ¢ SW Analysis Universal
< >
Type systen DynamiclLogic Logical Framework
Static Analysis Hoare Logic HOL
Approximation Encading
E c iency Souwndness

OO Design and Deductive Veri cation of Software
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Why Dynamic Logic?

Application-sped ¢ SW Analysis Universal
< >
Type systen DynamicLogic Logical Framewnork
Static Analysis Hoare Logic HOL
Approximation Encading
E c iency Souwndness

Transpaencywrt target progranming language

I Programsare \rst classcitizens"

No encaling of program syntax into logic

OO Design and Deductive Veri cation of Software

Why Dynamic Logic?
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Application-sped ¢ SW Analysis Universal
< >
Type systen DynamicLogic Logical Framenork
Static Analysis Hoare Logic HOL
Approximation Encading
E c iency Souwndness

I More expessiveand e xible than Hoare logic

Not merely partial/total caredness
I Carectnessof program transfamations

OO Design and Deductive Veri cation of Software

Natural temporal extensions(Beckert & Mostowski '03)

CADE-20 36/ 113

Why Dynamic Logic?

Application-sped ¢

SW Analysis Universal
< >
Type systen DynamiclLogic Logical Framework
Static Analysis Hoare Logic HOL
Approximation Encaling
E c iency Souwndness

I Can use reference implementations instead of FOL thearies

Class initialization much easie to spedfy with code

OO Design and Deductive Veri cation of Software CADE-20 36/ 113

Why Dynamic Logic?

Application-sped ¢

SW Analysis Universal
< >
Type systen DynamiclLogic Logical Framework
Static Analysis Hoare Logic HOL
Approximation Encading
E c iency Souwndness

I Symholic exeaution more natural interactive proof paradigma

than induction on syntactic structure

OO Design and Deductive Veri cation of Software
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Why Dynamic Logic?

Application-sped ¢ SW Analysis Universal
< >
Type systen DynamicLogic Logical Framewnork
Static Analysis Hoare Logic HOL
Approximation Encading
E c iency Souwndness

I Proventechnobgy that scalesup

I Usedin veri c ation systems KIV, VSE since1986
I Massivecase studiesinvolving imperative programs

OO Design and Deductive Veri cation of Software CADE-20 36/ 113

Some JavaCardDL Syntax Issues

I FO logical variablesdisjoint from program variables

I No quanti ¢ ation over program variables
I Programscontan no logical variables

I ASCII syntax, key words preceded n'
I Usud precedence add brackets where neessry

I If programp appeas in a DL formulathen the class den itions
of all typesreferencedin p are assunedto be present as well

OO Design and Deductive Veri cation of Software CADE-20 37/ 113

Dynamic Logic Semantics |

Program formulas evaluated relative to
computation state s and variable assgnment

Example

nforall int x;(hnt i =j++i(i = X))

De ni tion

s; Epi i ptotally correct wrt sand i p started in s terminates
nomaly and s¢ E in nal state s” after execution of p

s; E [p] 1 ppartially correct wrt sand | whenevestarted in s p
terminatesnormally thenin s E  nal state sY after execution of p

(We rely on Java programs being determini stic)

OO Design and Deductive Veri cation of Software CADE-20 38/ 113

Dynamic Logic Semantics Example

Kripke structure, whereworlds are conputation states
Boolean program variablesa; b; c, programsp, q

ssF tpia ?0k) sFhia?) sfFhia?) sk [ala 0k

OO Design and Deductive Veri cation of Software CADE-20
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First- Order Formula Syntax

FOFormula ::= TernaryOpFormulaj BinaryOpFormula j
UnaryOpFormula j NullaryOpFormula
Quanti e dFormula j AtomicFormula

TernaryOpFormula ::=
‘nif (" FOFormula ') nthen (" FOFormula ') nelse (' FOFormula ")’

BinaryOpFormula ::= FOFormula BinaryOp FOFormula
BinaryOp:='& j 'J' j ' >" j '<>"
UnaryOpFormula ::= " FOFormula
NullaryOpFormula ::= 'true ' j 'false '

Quanti e dFormula ;= Quarnti er Type LogVar ;' FOFormula

Quanti e r ::= "nforall j  'nexists

OO Design and Deductive Veri cation of Software CADE-20 40/ 113

Dynamic Logic Example Formulas
nforall inty;((lxk = 1;ix=y) <> (Ix = 1*1;ix=y)) Syntax ?

nexists int x;([x = 1;](x= 1)) Syntax ? bad

I x canrot be logical variable, becauset occurs in program
I X canrot be program variable, becauseét is quarti e d

hx = 1;i ([while (true) fg]false Syntax ?

I Program formulas can appea negsed

hnt x;inforall inty;((lpix=vy) <> (hgix=1y))
I p, g equivalent relativeto computation state restricted to x

OO Design and Deductive Veri cation of Software CADE-20 41/ 113

First- Order Term Syntax

Terms are statically typed like in Java
I Type is partially ordered n ite set of type synbolsfty;:::;t,g cloed
under u, contains Javatypes
| Eachlogical variable x 2 LogVar hasstatic type t, dedaredt x
I X isterm of type t for variable dedared ast x
I Function symhols and predicate symbols dedared with signature

I Type FunctionSymbol [ ‘(" Type f') Typeg ' ]
I PredicateSymbol [ '('Type f') Typeg )" ]

I Arguments of complexterms must conform to (in the senseof Javg
type declared in their signatue

I Equality synmbol ' = ' for mod argument types
I Otherwie no overloading of variables, functions, predicates

OO Design and Deductive Veri cation of Software CADE-20 42/ 113

Type System Semantics

Type systen senartics acaounts for dynamictypesof terms
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Type System Semantics Type System Semantics

Type systen senantics acounts for dynamictypesof terms Type systen senarntics acaounts for dynamictypesof terms
I Universe U disjoint union of sukuniverse U! for eachtype t

I Eachterm hasstatic type (declaed type of outermog symnbol)

I Typet interpreted in the (possidy empty) subuniverseUt
I Not all subuniversesU! are populated (allow abstract clas®s)

OO Design and Deductive Veri cation of Software CADE-20 43/ 113
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Type System Semantics Type System Semantics

Type systen senarntics acaounts for dynamictypes of terms Type systen senartics acaounts for dynamictypesof terms

S
PoLetT(t)= o U'e be the universe elements typeabk with t

I The dynamic (runtime) type of a term e is the t suchthat €' 2 Ut

EachT (t) contains typable objeds, at leastnull ' Dynamictype of e always conforms to its static type

OO Design and Deductive Veri cation of Software CADE-20 43/ 113
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Type System Semantics Rigid and Flexible Terms in Dynamic Logic

Type systen senantics acounts for dynamictypesof terms Certain FO terms correspond to Java locations:
program variables, array access attr ibute access

Example
hint i; inforall int x;(i +1=x > h++i(i = X))

_ _ _ _ Interpretation of i depends on computation state ) exible
Checkdynamic type with type function: Type'::instance (' Term')'

Locations are always interpreted e xible

OO Design and Deductive Veri cation of Software CADE-20 43/ 113
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Rigid and Flexible Terms in Dynamic Logic Rigid and Flexible Terms in Dynamic Logic

Certain FO terms correspond to Java locations:

Certain FO terms correspond to Java locations:
program variables, array access attr ibute access

program variables, array access attr ibute access
Example Example
hint i; inforall int x;(i + 1=Xx > h++;i (i = X)) hint i; inforall int x;(i + 1=x > h++;i(i = X))

| Interpretation of x and + must not depend on state ) rigid
Logicalvariables, standad library functions dedared rigid |

A term containing at least one exiblesymbol is exible, otherwise rigid

OO Design and Deductive Veri cation of Software CADE-20 44/ 113
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Kripk e Semantics Kripk e Semantics

I U is xed: all objects with dynamic typet are in U' from beginning

Objects have attributes o.<created> and o.<initialized>
Theseare sd appopriately during object creation

OO Design and Deductive Veri cation of Software CADE-20 45/ 113 OO Design and Deductive Veri cation of Software CADE-20 45/ 113

Kripk e Semantics Kripk e Semantics

I Statess= (U;ls) 2 S have typed universeU, FO interpretation Ig

I Semanticsof Javaprogram p is partial function (p): S! S

Is interprets rigid symbols identicall in eachstate s; Ehpi i (p)(s)#and (p)(s); FE

OO Design and Deductive Veri cation of Software CADE-20 45/ 113 OO Design and Deductive Veri cation of Software CADE-20 45/ 113



Kripk e Semantics

I A JavaGrdDL formula isvaldi s; F foral andalls

Quanti c ation ove all computation states

OO Design and Deductive Veri cation of Software

CADE-20 45/ 113

State Update Semantics

Needto dene for eachprogramp | dart with assgnment

De ni tion
State update of | att x withu2 T(t)

I(y) x6y

wo= "

Assignmat semarticsis state update:
(x=e;)(1) = 1"
I e mustbe sidee ect-free, no referene type
I ldentify stateswith interpretation sinceU is xed

OO Design and Deductive Veri cation of Software
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Program Semantics

In general (p) de nes operaional semartics for p

( )1) I; F b= TRUE

I (if (b)f gelse f g;)(I)= ( (1) otherwise

I (while (b) f g;)(1)=1% therearel = lg;:::;1, = I°suchthat
Ilj; Fb=TRUHor0O j<n
(X)) =ljsp for0 j<n
I lp; F b= FALSE unde ned otherwise

Problems:

I Den itionswork only under simplistic assunptions:
b sidee ect freg no exceptions, no breaks,. . .
I We need a calculus(syntactic characterization)

Developa calculusfor JavaGard that diredly realizs
an operatioral semanticswith adequate syntectic means

OO Design and Deductive Veri cation of Software
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Sequents and their Semantics

Sequent

= [FormulaList] '== >' [FormulaList]
FormulaList ::=  ProgramFormula f',' ProgramFormulag
Not ation
Vipd == > it
Lo o Lo 8
Antecedent Succedent

Schena variables ; match program formulas

Schena variables / match sublistsof antecedent/succedent

Semantics
sameasformula of sequent: ( 1& & ) > (4 ]n)

(No freelogical variablesoccur in program formulas)

OO Design and Deductive Veri cation of Software
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Sequent Rules Sequent Calculus Proofs

Goal to provevalidity of: G= Ll o m == 40t
Premi .
z reﬂlsses { I nd rule R whoseconclusion matchesG
i1==>¢,; ®¢ j,==>¢, I instartiate R suchthat conclusion identical to G

rule name

fi:{Z>_¢} I check that sidecondiionsof R are satis ed
Conclusion I mak G asclosedif R was axiom
I reaursivdy nd proofs for reaulting premsses G, ..., G
Sound rule (essential) .
| tree structure with god sequentasroot
E@m(1==> )& &fml(,==> ;) > fml( ==>) I proof is nished whenall goalsare closel
Proof
Complete rule (desirable): i'f’rﬁLTf.Zil
, . . . Goal-directed proof search o & cae 1
Fmi(==>) > (ml( 1==> 1) & &mi( ==> ) In KeY tool proof displayed as Java Swing tree & right
8:close_goal
Admissibleto have no premisses (i conclusionis valid: axiom) G,gsez
OO Design and Deductive Veri cation of Software CADE-20 49/ 113 OO Design and Deductive Veri cation of Software CADE-20 51/ 113
Some Simple Sequent Rules Proof by Symbolic Program Execution

Which sequentrules for program formulas?

not _left % What correspondsto top-levd connedive in sequential program?
= > A ‘B == > First executable statement: follow natural programcontrol ow
imp._left A >B ==> Souwnd and completerule for conclusionswith main formulas:
| | ose by t hp; i s [p;! ]
close _goa A== A close by tr ue ———— true ' N
wherep; singlelegal Javastatement, ! the remaining program
0
al | left ;nforall  t x;; fx=el'g ==> Sequent rules execute symbolically the r st active statement
;nforall  t x; ==> Sequent proof correspondsto symbolic program execution

et’ var-free term of type t° t

OO Design and Deductive Veri cation of Software CADE-20 50/ 113 OO Design and Deductive Veri cation of Software CADE-20 52/ 113



A Naive Rule for Assignment

fX=Xo1gg ; X = fX=Xqgge == > R i ; fxX=XqqQg

assignment -
g =>mK=eli;

Xold New programvariable that \r escues" old value of x

Problems

I Renaming makesit di ¢ ult to keeptrack of computation state
I Doesnot work whene has side e ects or when x is not variable
I Doesnot work for reference types

I \Eager" rule: bad if state charge at x is carcelledout by later
assignmat or isirrelevant for

OO Design and Deductive Veri cation of Software CADE-20 53/ 113

Specifying Initial Values

How to expess correctness for arbitrary initial value of program variable?
Cannot quantify over program variables!

Not allowed: nforall inti;hp( 1 )i
(program6 logical variable)

Not intended: ==> hp( i )i (Validity of sequents:

guanti cation over all states)

Not allowed: nforall int n;lp( n )i
(no logical variables in programs)

Soltion

Useexplicit construct to record state change information

(State) update nforall int n;(fi ;== nghp( i )i )

OO Design and Deductive Veri cation of Software CADE-20 54/ 113

Explicit State Updates

Updates record state change

Syrtax(v, e have value types, e confams to v)
If v is program variable, e ; e° FO terms, and any DL formula, then
fv:= eg isDL formulaand fv := ege’is FO term

Semantics '
I; Ffv:i=eg i I\,e"; F
Semanticsidentical to that of assignment

Updates work like \lazy" assignmats

I Updates are not assgnments: may contain logical variables
I Updates are not equations. changeinterpretation of PVs

OO Design and Deductive Veri cation of Software CADE-20 55/ 113

Computing the E ect of Updates

The simplest case: x program variable with value type

OO Design and Deductive Veri cation of Software CADE-20 56/ 113



Computing the E ect of Updates Computing the E ect of Updates

The simplest case: x program variable with value type
Apply update to program variable

fx:= egy y fx:= edf (e;:::;en) f(fx:= eger;:::;fx:= ege)
fx:= egx e

The simplest case: x program variable with value type

Apply update to complex term

Similar for FOL formulas (like substitution)
Update followed by program formula
fx:= eg(hpi ) fx:= eg(hpi ) unchanged!

Update compuation delayed until p symbolically exeauted
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Computing the E ect of Updates Composition of Updates

The simplest case: x program variable with value type Updates lazily applied (delayed until \ nal " state), but eagerly simpli e d
Apply update to logical variable Applying updates to updates: composition of states
fx:= egw w

flo:= rioflai=rog = fly:=rq; Ip:= fly = rigrog

Resllts in parallel update: fly ;= v1; i |h := vag
Semantics

I All l; and v; conputed in old state
I All updates done simultaneously

I Onconict i =1,v 6V last update wins
For examplefi = 1+ 2; i := 2g fi:=2g
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Assignment Rule Revisited The Design Space of a Calculus

All JavaCard language features are fully addressed in KeY
==> fx:= eg;

assign ————— — el Be aware of the full design spacé

Rules dealing with programs neal to acoount for updates

Notationd convention:

I Updates alread/ present in conclusionnot dispkyed explicitly
I New updatesin premis inseated after last present update

Updates smpli ed eagerly!

’ Demo: rh _assign .key

OO Design and Deductive Veri cation of Software CADE-20
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Some Non-Trivial Java Features The Design Space of a Calculus
. i All JavaCard language features are fully addressed in KeY
lllustrate main ideas in JavaCardDL calculus
I Complex expressionswith side e ects Ez crEie e e Ul SEEnEEEs
. NN _ _ T .
nt 1 _ 0; it ((=2) _ >=2) fit+; g /I valueof i I Program transfomation, up-front
I Exceptions (try-catch-finally )
I Aliasing

Di e rent navigation expressionsmay be same objed referene

| F o.age =1 > hu.age = 2;i 0.age = u.age ? _
_ Pro: Feature neals not be handledin calculus
Depends on whetherl F o= u Contra: Sowndness, modi e d sourcecode

Examplein KeY: Only a few rare features, for example, inner classs

OO Design and Deductive Veri cation of Software
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The Design Space of a Calculus

All JavaCard language features are fully addressed in KeY

Be aware of the full design spacé

I Local transfamation, doneby a rule on-the-y

Pro: Flexible, easyto implement, usabg, less rulesneeded
Contra: Not expessiveenoughfor all features

Examplein KeY: Complexexpessions,method expaision (many others)
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The Design Space of a Calculus

All JavaCard language features are fully addressed in KeY

Be aware of the full design spacé

I Modeling with rst- order formulas

Pro: No extensionrequired, enoughto expressmog features
Contra: Createsdi ¢ ult FO POs, unreadable antecedents, too eager
Examplein KeY: Dynamictypes, branch predicates
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The Design Space of a Calculus

All JavaCard language features are fully addressed in KeY

Be aware of the full design spacé

| Spedal purposeconstructs in program logic

Pro: Arbitrarily expressve extensions possible
Contra: Increasescomplexity of all rules

Examplein KeY: Abrupt termination, method call, updates, blocks
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Highlights from JavaCardDL

Expressions with Side E ects

Local program transformation ensuressidee e ct-free expressions

Computeconplex subexpressons separately and store in temp. variable

i = j+

int var = j;
j = (int)(+1);
i = var;

Requie guads in all rules to be simple expressions

‘b= TRUEE=> h p!i: ‘b= FALSE== > h !i:
==>h if (b) fpg !i;

if-s pli t

’ Demo: rh _post _in cr.k ey
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Highlights from JavaCardDL Highlights from JavaCardDL
Try-throw //  Symbolic execution

Abrupt Termination
Caching a throw statementis controlled by pre x and pod x
Redirecton of control ow via exceptions )
tr y-thr ow (exc simple)
h try fpgg catch(T e) frg finally fsg; !i * if (exc instanceof T) +
= > ftry fe=exc; rg finally fsgg
else fs throw excg; !
==> h try fthrow exc; qg catch(T e) frg finally

fsg!li

’ Demo: rh _exc.ke y ‘

Symholic Execution
Symbolic: Only static information available, proof splitting
Execution: Runtime infrastructure required in calculws

CADE-20 63/ 113
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Highlights from JavaCardDL Highlights from JavaCardDL
Aliasing

Abrupt Termination
Naive alias relution causes proof split at ead reference type aces

Redirecton of control ow via exceptions : . :
;0.age = 1==> h u.age = 2; !io.age = u.age

Unnee@ssay in mary cases!

h try fpqgg catch(T e) frg finally fsg; !i
; 0.age =1==>h u.age = 2; o.age = 2; !io.age = u.age

Soution: synbolic executionrules work on rst active statement after

pre x , followed by pod x
==> h o.age = 1; uage = 2; !iuage = 2
i ==> Uh_% » JAe ) )
e TeT " S~ Updates avoid suchproof splits:
e ! T~<
-z~ ! S~ . . . .
=27 . ~~ [
Pre Active statement PostX Delay a.pph(.:atlorl of state computaion after program execution
I Eager simpli ¢ ation of updates,accumulae eect

Simpli ¢ ation and application of updateswith referance types not trivial!
’ Demo: rh _ali as. key ‘
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Aft er the Break

But how doesthis work in practice?

How are rulesimplemented?

How \automatic" are they appied?

What about Java integer types?

And loops? How does induction work?

How doesthe prove interface support its user?

Stay tuned to KeY 1.0!
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Part Il

The Prover:
Concepts, Implementation, Automati on

Taclets and Taclet Language

Taclets

Tacldas ...

have logical content like rulesof the calculus.

have pragmatic information for interactive application.
have pragmatic information for automated application
keep all theseconcerns segparate but closeto each other.
can easilybe addedto the system.

are given in a textual format.

can be \validated" w.r.t. more primitive taclets.
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Taclet Syntax

Considx a\modus ponens' rule:

Here it is asa taclet:

\T he Small Print"

Considr the rule for existential quanti ers:

; (FOaiiiiix)) == >
;nexists t x; (x) == >

where x3; : 1 1 ; X are the free variables occurring in  (x) and f is a new function symbol with static type t.
ex_left {

\find (\exists u; b ==>)
\varcond ( \new(sk, \dependingOn(b)) )

nnd (b > c==>) nassums(b ==>) nreplacewith(c == >)
nheuistics(smplify)
| schema variables | action clause
I turnstile (") I assums clause
I nd clause I heuiistic declaration
OO Design and Deductive Veri cation of Software CADE-20 69/ 113
A Branching Rule
close _goal {
\assumes (b ==>) \find (==> b)
\closegoal
\heuristics(closure)
h
??%cut {
\add (b ==>); \add (==> b)
K
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\replacewith  ({\subst u; sk}b ==>)
\heuristics  (delta)
2
\new(v), \notFreeln(x,y),
\isLocalVariable(v), \static(v),
OO Design and Deductive Veri cation of Software CADE-20 71/ 113
Java Card Taclets
Rule if _else_split
;B%true::> h. 1 ... 1F;
;B = false==> h. 2, .. 1F;
==>h. if (B) 1 else 5 .. iF;
with B a Boolean expressionwithout side eects
Corresponding taclet
if _else _split {
\find (==> <{.. if(#se ) #s0 else #s1 ...}>post)
\replacewith ==> <{.. #s0 ...}>post) \add (#se = TRUE==>);
\replacewith ==> <{. . #sl ..}>post) \add (#se = FALSE==>)
\heuristics(if _split)
h
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Soundness

\H igher order skolemization"
Modus ponens:

Validation proof obligation:

Integer Arithmetics

nforall  ;nforall ;(( > )& ) >

After skolemizaion:
(p >a)&p) >q

Cross-checking against other Java semantics

I Bali
I Javaseamartics in Maude

OO Design and Deductive Veri cation of Software

Summary

Taclds ...

I simple and powerful

I compact and clea notation

I no conmplicated meta-language
I esy to appy with a GUI

I validation possibe
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Data Type Gap

Specicat ion Level

| Abstract data types
I Integer(Z), Set, List

Implementation Level

I Concreteprogramming language data types
| byte, short , int , long, Array

OO Design and Deductive Veri cation of Software
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Data Type Gap: Integer Semantics

OCL type Integer

I In nite range, operatas haveusualmatheratical semantics (2)

Java types byte, short , int , long

I Dierent nite ranges
I Semanticsof operators as in Z except that:

over o w occurs if result exceedsrange,
i.e., result is calculated modulo size of data type.

I Ove ow occurs silently
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More Formal Semantics of Java Integer Types

Range of primitive integer typesin Java

Examples

Valid for Java integer semantics
MAXINT+1 = MININT

MININT*( 1) = MININT
nexists int x;y;Ix=0&ly=0&x*y =0

Not valid for Java integer semantics
nforall int x;nexists int y;y > X

Not a sound rewrite rules for Java integer semantics
X+1> y+1 X>y

| Type | Range | Bits |
byte | [ 128 127] 8
short | [ 3276832767] 16
int [ 21474836482147483647] 32
long | [ 26%;28% 1] 64
OO Design and Deductive Veri cation of Software CADE-20 78/ 113
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General Problem revisited

| Semanticgap between Z and Javainteges

I Dening a JavaDL semartics for Java integes that. . .

I is acorrect data re nement of Z Req.(2)
I re ects Java intege semartics Req.(J)

3 possble approaches

Semantics Desciption Reg.(Z) Req.(J)
SocL caregpondsto semantics of Z © X
Sjava caregpondsto Java semantics X P
Skev hybrid of Soct amd Syava g g’
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Semantics Soci

SocL assignslava integea's the semartics of Z
I Req.(2) trivially ful lled
I Req.(J) violated, incared programscan be \veri ed"
Example:
Fsoo W=X+1iy=x+z1

but for x = MAXINT program not cared

OO Design and Deductive Veri cation of Software CADE-20

Semantics Sjaya

Sjava @ssignslava integes the samartics de ned in the JLS
I Req.(2) violated
several abstract statesmapped onto one concrete state
I Req.(J) trivially ful lled

No incorrect programs can be veri ed, but

I Exigenceof \incidentally" correct programs

I Dicult to reasonabout

81/ 113
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Our Approach: Semantics Skey

1. Show the programcarrect for Z

2. Show that no over o w occurs at every step

Program carred w.r.t. Javasenantics

OO Design and Deductive Veri cation of Software CADE-20

A Sequent Calculus For Skey

Example: Rule for addition
genegates conditiors that no over ow occurs
with help of predicateint(x) MINT x MAXT

(1) ==> fz:= x+ yghi
() inr(x); inr(y) == > inr(x+ y); he=xtyi

== > lg=x+y;i

83/ 113
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Summary

The KeY sygem has 3 pluggale integer semartics,
of which Skey has the beg properties:

I Sde (thoughslight lossof conpletenes)
I Familiar reasoniig

I Modularized proofs

Proof reusepossiblewhen switching from other semartics

OO Design and Deductive Veri cation of Software CADE-20

Proving Loops with Induction
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Basic Integer Induction Rule

(1)  ==> IH(0);
(2)  ==> nforall inti;(i O&H(i) > IH(i + 1));
(3) ; nforall inti;(i 0 > IH(i)) ==>

== >

IH = induction hypothesis
i = induction variable
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An Example

To be proven:

nforall intnl;(nl>0&i =0 > fn:= nighwhile (i<n) i++;ii n)

To be proven (after skolemzation):

np>0& 1 =0 > fn:= nlpghwhile (i<n) i++;ii n

Induction hypothesis:

fn:= nlpgfi ;== n kghwhile (i<n) i++ ii n

Induction variable: k
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Induction Obligations

Base case (k = 0)
fn:= nlpgfi := n Oghwhile (i<n) i++ii n

Step case(ky k+ 1)

fn:= nlpgfi ;== n  kighwhile (i<n) i++;ii n >
fn:=nlgfi := n (kg + 1)ghwhile (i<n) i++;ii n
OO Design and Deductive Veri cation of Software CADE-20 89/ 113
Summary
Induction. ..

I programscan be provedwith the \basic" integerinduction rule
I lots of humaninteraction necessay

I quite a visoustask

I research in automation is undervway

I invariant rule an alterndive
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Aut omation

Means of Automati on Implemented in KeY

| Glohal strategies for automatically applying rulesin seies

| Free-variable calculusfor constucting withessesfor quanti e d
formulas (non-desructive, proof-con uent calculus)
I Invocation of externd theorem provers, dedsion procedues

I Simplify (from ESC/Java)
1 ICS
I Planned: Export to SMT-LIB format
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Strategies

Responsible for selecting next proof expansion step for each goal

1. All possible expansionsteps for a god are computed
I Stepsde<ribed by:
Applied rule/ta clet, position, valuesof schena variables
I Information is cachal in Ruelndexand updated whensequentis altered
2. For eachpossble rule application a cod value is computed
I Integervalue: Lower numbers! Prefered steps
I Costfunctions take into acount for instarce:
Kind of rule, uni cations necesary, depth and context of position
I Di e rent strategiesusedi erentcost functions
3. Stepwith lowest costsis executed

I Again caching: Priority queuefor sorting expansionsteps

Procedure is iterated until no furt her rules are applicable or chosen
maximum number of rule applications is reached
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Strategies Currently Present in KeY

Strategies optimized for symbolically executing programs

I Comein di erent avours: With/W ithout unwinding loops, etc.
I Concentrateon eliminating program and simplifying sequents

Strategy handling rst-o rder logic
I Implementsa complee rst -order thearem prover
I But: Weak support for thearies (particularly arithmetic)

Implementation of Strategies

I Strateges are written Java, direct part of prover
I Creatirg new specialpurpose strategiesis easy

I Costfunctionsdescribed using a library of feature functions and
connetives
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Free-Variable Calculus

Existential variables used to postpone instantiati on

I In KeY called metavariables
I Mostly for universallyquanti ed formulas in antecedent

Constraints used to represent uni cati on

I Formula constrants (conjunctionsof equations) added when terms
have to be substitutedfor metavariables

true [Xo 0]; false [Xo 1], nforall int x;x=0==>
Xo= 0; nforall int x;x=0==>
nforall int x;x=0==>
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Incremental Closure in Free-Variable Calculus

Closing proofs by simultaneously closing its goals
I When applying taclets with nclosegoal , involvedconstraints are
collected for god

I Proof can be closel if consistant closureconstrdnts exig for all goals

I In KeY: Consigency of closureconstrants is checked recursively
cloaure constrairis for all subtrees of proof tree are cached

Color codes in proof tree for status of goals and subtrees

black | no clogng constrdnts exig
blue | closng constrants exig
grea | goalis closedwith a valid constraint (i.e. no restrictions)
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Free-Variable Calculus (2) Interaction and Automation

For realitic programs: Fully-automated veri cation impossble

Goal in KeY: Integrate automated and interactive proving

Calculus is non-destructive and proof-con uen t | All easyor obvious proof stepsshould be automated
I Sequents preentedto user should be simpli e d as far as possble

I Primary steps that requre interaction: induction, treatment of loops
| Tacldas enable interactive rule application mosgly usingmouse

I Uni ers are neve directly applied to proof
I No backtrackingnecessary (but: interactive backtrackingpossible)

I Cdculus is mostly useful for pure rst- order logic, combination with
thearies and modal logic ongoingissue Typical work o w when proving in KeY
(and other interactive provers)

1. Proverruns automatically asfar aspossible

2. When prove stopsuser invesigates situation and gives hints
(makes some interactive steps)

3. Goto 1
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Working with Proof Trees

Displayed information

Part IV I Inner nodeslabelledwith rule that was apgied
) . | . . Proof
The Prover: Interaction and Guidance Colas: Greensignds clod sublrees
) Blue subtreesclosed for suitalde instantiation S
Case Studies of metavariables o WO
cime o
Navigation S

©- [ Case 2
| By sdeding inner nodesor leavesin tree
I By sdeding leavesin god list
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Working with Proof Trees (2)

Mo difying the proof tree

I Extension: Only through application of rulesto goals
(as usud in Gentzen-style sequent calculi; next slides)

I Closure: Through taclets with nclosegoal

I Pruning: Deldion of sulirees

(button in toolbar, context menu in tree display)

OO Design and Deductive Veri cation of Software
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Working with Sequents: Sequent View

For goals/leaves of tree

I Obtaining information about
formulas/t erms(press Alt-key)

I Seleting formulas/terms,
applying rules to them

For inner nodes

I Parts involvedin rule application
are highlighted

Current Goal
| sel1f_ATM_1v_0.accountProxies@(ATM) [1_j
= _jn1_1v3)
=
self_ATM_Tv_0.1insertedCard@(ATM) . accountNunbe
< 0,
self_ATM_1v_0.on1ine@(ATM) = TRUE,
self_ATM_1v_0.1insertedCard@(ATM) . invalid@(Bank
= TRUE,
self_ATM_1v_0

11

self_ATM_1v_0. {NCOMMuteteq

self_ATM_

self_ATM_] \replacewith ( null = self_ATM_1v_0 )| TRUE

self_ATM_Tv_O % replace_known_right

{h_ft ::TRQE s hide_right
pini=pin_1v_{ qge _gistinction
self_ATM:=se

VS b

cut_direct_r

Inner Node

SetT_AIN_{v_U.centra tHost(AIN) . accounts@(Lents
= null,

seTf_ATM_Tv_0. insertedCard@(ATH) . invalid@(Bank(
= TRUE,
self ATM_Tv_ 0 = null,
seTf_ATM_Tv_0. accountProxies@ATM) = null,
seTf_ATM_Tv_0.7nsertedCard@(ATY) = null,
seTf_ATM_Tv_0. customerAuthenticated@(ATM) = TRUE,
seTf_ATM_Tv_0. centralHost@(ATM) = null,
\if (IseTf_ATM_Tv_0. insertedCard@ATM) = null)

\then ({pin:=pin_Tv_0,
self_ATM:=self_ATM_Tv_0}

OO Design and Deductive Veri cation of Software
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Extension of Proof: Application of Single Taclets

Application of a taclet requires

I A proof goal

I (Optional) focus of rule application term/formula
(part of sequentthat can be modi ed by rule)

I Instantiation of schema variables of taclet

Principal procedure in KeY when applying taclet interactively

1. Seletion of application focus using mousepointer
2. Seletion of particular rule from contex menu
3. Instantiation of schena variables
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Schema Variables: Taclet Instantiation Dialog

Primarily two purposes:
| Enter valuesof schema variablesexplicitly

= [[) Choose Taclet Instantiation x
Selected Taclet - intinduction

Use Case { \add {\forall m; (gea(ny, 0) -> b) ==> }};
Step Case {
\add {

==>
Worall my; (gea(ny, 0) & b ~> {\subst m; succ(md) b)

¥
Base Case { \add { ==> {\substnv; O}b } }

Variable Instantiations
[Aro |

Variable

b (formula)

I
frc-cd @\j
~[+]

nv (variable) i

Sequent program variables
0]

Il

Detail: (program) variable or canstant

Rule is not applicable ‘

c
Vi Check after each input
! not declaredt

o] [
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Schema Variables: Taclet Instantiation

Primarily two purposes:
I Provide assumptionsof taclet (assume clause)
= [} Choose Taclet Instantiation x
Selected Taclet - less_is_total_heu
\assumes { ==> R(, 10), i = i0, at(, 10} } \closegoal
\Im‘zhiz I.nsuﬁli;ﬁnns
(Ao |
\[ Variable Instartiation ]
If-sequent
Gty [6.2E@).. ~
equals,ity |Manual Input.. ¥ | |
gtgioy [Manual Input.. v |
Sequent program variables
i B
Rule is not applicable
Detall:Missing Instantantiation:
3 "Il -sequent numkber.2
(1ICHec =Tt Rach Rt Instantiation missing for 'if-formula: gu,i0)
Cancel Apply
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Schema Variables: Taclet Instantiation Dialog

Primarily two purposes:

Drag'n'drop can be usal for copying data from sequent view
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Applying Taclets using Drag'n’' Drop

Possble for taclets with n d-part and exactly one assunption, like

I Rewiting a term usingan equation

I Instantiating formulas with universal-type quanti er

Applying equations Current Goal
a=h,c=bh==a=c

()

I Hold Ctrl, drag the equdion to the

term to be rewritten

Instantiating quanti ed formulas rCurrent Goal
p(x_0, v_0),
I Hold Ctrl, drag instartiation term to _}:Oraﬂ sy; p(x0, y)
quanti ed formula

\exists s u; p(u, v_0)
[
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Extension of Proof: Automated Application of Rules

Selection of active strategy

I Menuin toolba

Invocation of strategies
I Explicitly ...

(button in toolbar, context menusin proof tree and sequent view)
. or automatically after each interaction
(meaningful for strategiessimplifying/normalisingthe gods)

Application of strategies possble on

I All gods of a proof

I One particular god

I Particular subterm or subformula
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Extension of Proof: Reusing Existing Proof

Security Case Studies: JavaCard Software

Safety/securit y properties were treat ed (specied in dynamic logic)

To Be Done I

No exaptionsare thrown, apart from well-speci e d ISOException s

Transadions are properly used
(do not commit or abort a transaction that was neve started, all
started exceptions are alsoclosed)

Data consisency
(also if a smartcard is \ripped out" during operation)

Absenceof ove o wsfor intege operations

Two studies in this area
(for which some critical parts were veri ed)

Demoney(about 3000lines):
Electronic purse apgication provided by Trusted Logic S.A.

SdeApget (about 600lineg: RSA based authentication appet
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\F undamental" Case Studies: Libraries

OO Design and Deductive Veri cation of Software
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Safety Case Studies

Computation of Railway Speed Restrictions

Java Collections Framework (JCF) :

I Part of JCF (treating set9 was speci ed usingUML/OCL |
I Parts of reference implementation were veri ed

I It was invegigated how the consisency of JCF classeswith common [
algebraic datatypescan be shavn |

JavaCard API

I Most parts of JavaCad APl were speci ed using UML/OCL
I Someparts of reference implementaion were veri ed

Sottware by DBSysems for computing schedues for train drivers:
Sped restrictions, required break powers

Sottware was formally speci ed using UML/OCL (based on exsting
informal speci cation), veri cation planned

Program translded from Smaltalk to Java
Program consistsof more than 25 classe

Command Parser for Chemical Analysis Devices

Software by Agilent Technologies
Ongoiry, Goal: spedfy parserand verify it

Parseroriginaly written in C++ : reimplenmentation in MeDelLa, then
(automatic) convesion to Java
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Part V

Wrap-Up

OO Design and Deductive Veri cation of Software CADE-20 111/ 113

Some Current Directions of Reseach in KeY

I Multi-thr eaded Java

Extension of dynamic logic ( x points, globd induction)
Granuarity of concurrency model
JCSPimplementation ready as prototype

Some Current Directions of Reseach in KeY

I Integraion of deductionand static analysis

Mutual call of andyse/p rover, common semartic framework
Implementation of static analysisin thearem proving frame
Replaing loopswith generic proof of body

Abstraction of veri ed program on-the-y
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Some Current Directions of Reseach in KeY

I Courter examples

Generae counter examplefrom failed proof attempt
Courter examplesearch as proof of uncorrectness
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I Symbwolic error propagation

Symiwolic error classes modeled by formulas
Error injection by instrumentation of JaveCadDL rules
Symlolic error propagation via symbolic exeaition

Some Current Directions of Reseach in KeY

Modular veri cation
Veri cation of MISRA C
Proof visualization, proving as debugging

Generdion of proof obligations ensurirg \global correctnes”
Reduceproof e o rt by analysing modi able locations
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Some Current Directions of Reseach in KeY

I Automating of Induction

Simpli ¢ ation of induction claim by code-drivendecmmposition
\Rippling" appliedto updates guides generdization
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